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ABSTRACT 
The advancement of wireless network technology has improved communication efficiency but also 
increased the risk of data security breaches. One significant threat to Wi-Fi networks is the use of tools 
like Nethercap to conduct Man-in-the-Middle (MitM) attacks. This study aims to explore in depth how 
Nethercap is used to steal Wi-Fi credentials, evaluate its impact on information security, and propose 
mitigation strategies. However, the convenience and flexibility offered by WiFi does not come without 
risks. Due to its radio wave-based nature and wide signal spread, WiFi networks are vulnerable to 
various security threats. In many cases, users or network administrators often neglect security aspects 
or are unaware of loopholes that could be exploited by malicious parties. As a result, sensitive 
information can be leaked, illegal access to the network can be gained, or even malicious activities can 
be carried out through a compromised network. Therefore, it is very important for anyone who manages 
or uses a WiFi network to understand the types of threats that may occur and implement appropriate 
solutions to maintain network security. The research method employed is descriptive qualitative with 
a case study approach. The analysis results show that Nethercap exploits vulnerabilities in wireless 
protocols, potentially leading to data theft, privacy violations, and organizational losses. Mitigation 
strategies include the implementation of WPA3, network segmentation, deployment of SIEM systems, 
and enhanced cybersecurity awareness. 
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INTRODUCTION 
 
In this increasingly connected digital era, Wireless Fidelity (Wi-Fi) networks have 
become the primary backbone of communication and data exchange across various 
sectors, from education and business to government and even households. Wi-Fi 
enables unlimited internet access through efficient, practical, and cost-effective 
wireless connectivity. 
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However, behind this convenience, there are various network security threats that 
have the potential to cause significant losses, both financially and privacy-wise. These 
threats include attacks such as Man-in-the-Middle (MITM)., Evil Twin Attack, Packet 
Sniffing, Denial of Service (DoS), to theft of user credentials (Andress, 2024). One of 
the main problems with Wi-Fi networks is their open nature and Easily accessible, 
making it easier for attackers to exploit weaknesses in security systems. According to 
research by Alotaibi & El-Alfy (2021) in IEEE Access, attacks on Wi-Fi networks have 
increased significantly with the growth of Internet of Things (IoT) devices, which often 
have weak security systems. This expands the attack surface that can be exploited by 
malicious parties to steal sensitive data or compromise network systems (Baroud et 
al, 2024). 

Furthermore, many public Wi-Fi users—such as those in cafes, airports, and 
universities—lack awareness of cybersecurity risks. They often access banking 
services or send personal information without adequate encryption protection. 
According to a report from Kaspersky Security Bulletin (2023), more than 60% of 
global internet users still use public networks without a Virtual Private Network 
(VPN), leaving their data vulnerable to theft. This situation highlights the need for 
increased awareness and the implementation of stronger network security 
technologies (Iskandar et al, 2022). 

Various solutions have been developed to address these threats. One key approach is 
the use of updated security protocols, such as WPA3, which offers stronger encryption 
and protection against brute-force attacks. Additionally, the implementation of multi-
factor authentication systems And A Virtual Private Network (VPN) can provide an 
additional layer of security for users. The use of an adaptive firewall, Intrusion 
Detection System (IDS), as well as Intrusion Prevention System (IPS) can also help 
detect and prevent suspicious activity on Wi-Fi networks (Kim JH et al, 2021). 

Furthermore, artificial intelligence (AI) and machine learning-based approaches are 
increasingly being used in modern network security systems. This technology can 
analyze data traffic patterns in real time and identify anomalies that indicate 
cyberattacks. Research by Ahmed et al. (2022) in the Journal of Network and 
Computer Applications shows that AI-based intrusion detection models can improve 
threat identification accuracy by up to 95% compared to traditional systems. 

Therefore, solutions to Wi-Fi network threats depend not only on technical aspects but 
also on personal data. Education about digital security practices, regular software 
updates, and the implementation of appropriate security protocols are essential steps 
to creating a more secure network. With a combination of advanced technology and 
wise user behavior, threats to Wi-Fi networks can be significantly minimized (Septiani 
et al, 2024). 

The rapid development of information and communication technology in the digital 
era has brought about major transformations in various sectors, including education, 
industry, government, and social life. One important component of this digital 
infrastructure is wireless networks (Wi-Fi), which provide easy connectivity and high 
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mobility for its users. However, behind this convenience, Wi-Fi networks also present 
significant challenges in terms of data and information security. Data security is a 
crucial issue because information has become a highly valuable strategic asset, both 
for individuals and organizations. Information security breaches can have serious 
consequences, ranging from personal data theft, financial losses, to disruptions to 
organizational operations. One real threat in the context of Wi-Fi networks is the use 
of hacking tools such as Nethercap, an open-source software capable of carrying out 
Man-in-the-Middle (MitM) attacks, packet sniffing, and unauthorized user credential 
harvesting (Laudon et al, 2020). 

These threats are becoming increasingly relevant given the low level of digital security 
awareness among users and the weak protection of many Wi-Fi networks, particularly 
those still using outdated encryption standards. Nethercap and similar tools create 
significant opportunities for cybercriminals to exploit data transmitted over 
unprotected networks. This research aims to examine how Nethercap works as a Wi-
Fi attack tool, analyze the risks it poses to data security, and evaluate potential 
mitigation strategies. Using a descriptive qualitative approach, this study aims to 
provide a deeper understanding of the threat characteristics and relevant defense 
solutions, both in individual and organizational contexts (Whitman et al, 2017). 

METHODS 
 
This study uses a descriptive qualitative approach to in-depth examine the 
characteristics, working methods, and impacts of the Nethercap tool in the context of 
wireless network (Wi-Fi) security. This approach was chosen because it is suitable for 
explaining phenomena in a contextual and exploratory manner, especially for 
research objects that have not been widely discussed in previous studies. Qualitative 
methods are used to gain a comprehensive understanding of the Nethercap tool as a 
threat to information security. The main focus of this study is to observe and explain 
the Nethercap working process, the attack techniques used, and its impact on the 
Confidentiality, Integrity, and Availability (CIA Triad) aspects of information systems 
(Koonteko et al, 2013).  

Table 2. Research Method Data 

Research Title 
Security 

Approach 
Advantages Disadvantages 

Social Engineering: 
Deauther & Evil 
Twin 

Social prevention 
through education 
and SSID 
management 

Focus on 
increasing user 
awareness 

Does not involve 
in-depth technical 
mitigation 

Phishing with 
ESP8266 

Social engineering 
simulation and 
captive portal 

Depicting real 
threats on the 
ground 

The solution is 
only a 
recommendation, 
not a systematic 
one. 

Packet Sniffing 
Analysis 

Network traffic 
analysis using 
sniffing tools 

Providing 
solutions such as 

Less focus on 
modern tools like 
Nethercap 
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segmentation and 
encryption 

Wardriving dan 
Wifiphishe 

Wardriving 
techniques to 
identify public 
Wi-Fi 
vulnerabilities 

Valid for public 
Wi-Fi 

Not yet discussing 
industry 
standards-based 
mitigation 

Data Collection Techniques 
Data collection is carried out through three main techniques: 
a) Literature Review: References are taken from academic books, scientific journals, 

international standards (such as ISO/IEC 27001), as well as technical documents 
from cybersecurity vendors (Kaspersky, Symantec, NIST). 

b) Simulation Observation: The author conducted observations of Nethercap's work 
processes in a limited virtual environment with educational and exploratory 
purposes, without harming other parties. 

c) Case Study Analysis: Using Nethercap as a study object to identify risks and 
potential threats to Wi-Fi networks in both general user and organizational 
environments. 

Data Analysis Techniques 
The data obtained were analyzed thematically and narratively, to identify: 
a) Attack patterns carried out by Nethercap 
b) Wi-Fi network system vulnerabilities 
c) Mitigation strategies that can be implemented 

 
In addition, a risk analysis approach and evaluation of compliance with information 
security standards, such as ISO/IEC 27001 and national regulations (UU ITE, PP 
PSTE), are carried out to understand policy and technical gaps that can be exploited 
by attackers. 
 
RESULTS AND DISCUSSION 
 

The Threat of Nethercap 
 
Nethercap is a highly effective tool for conducting Man-in-the-Middle (MitM) 
attacks. Here's a flowchart of a Nethercap attack on a Wi-Fi network: 
 

 
Figure 1. Attackers Infiltrate Between User and Router Communications, Stealing 

Transmitted Data Such as Passwords and Login Data 
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Identifying Wi-Fi Network Security Threats 
Nethercap is a hacking tool that can be used to perform various attack techniques on 
Wi-Fi networks, such as Man-in-the-Middle (MitM), packet sniffing, ARP spoofing, 
and creating fake captive portals. These techniques allow attackers to access sensitive 
data transmitted over the network, such as usernames, passwords, and other personal 
information. 
 
This tool works by exploiting vulnerabilities in Wi-Fi networks, particularly those 
protocols that still use legacy encryption systems (e.g., WEP or WPA). In simulations, 
Nethercap successfully redirected victim traffic to a fake network and secretly 
recorded authentication data. 

 
Figure 2. Ownership mapping 

 
Risk and Vulnerability Analysis 
Observation results show several vulnerabilities that are often found in Wi-Fi 
networks: 
a) Use of weak or default passwords 
b) No network traffic monitoring 
c) User ignorance of the threat of fake access points 
d) The absence of an intrusion detection system (IDS) or SIEM 

 
Figure 4. Histogram of levels and levels 

 
Below is a histogram comparing the likelihood, impact, and risk levels of each Wi-Fi 
security threat scenario. The values are converted to a numeric scale (1–4) for 
visualization: 
1: Low 
2: Medium 
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3: High 
4: Extreme 
 
The risk of this attack is extremely high. If Wi-Fi credentials are successfully stolen, 
attackers can gain access to an organization's internal network, spread malware, steal 
data, and even access production systems. The following is a summary of the 
effectiveness of each encryption type in preventing attacks like Nethercap's, based on 
literature studies and simulations: 
 

Table 2. Effectiveness of each type of encryption 

Encryption Types Security Level Vulnerable to Nethercap 

WEP Low Very Vulnerable 

WPA Secondary Prone to 

WPA2 High Relatively Safe 

WPA3 Very high Hard to Exploit 

 
Evaluation of Compliance with Security Standards 
From an assessment of the ISO/IEC 27001 standard and national regulations (ITE 
Law), many organizations have not implemented basic controls such as: 
a) Strict access control policy (A.9) 
b) Malware protection system (A.12) 
c) Routine security audits (A.18) 

Compliance analysis shows that organizations that do not harden their Wi-Fi 
networks may be considered negligent and risk legal penalties in the event of a data 
breach. 

  
Mitigation Strategy 
Some suggested mitigation strategies to protect networks from Nethercap attacks 
include: 
a) Using WPA3 encryption: Provides stronger protection than WPA/WEP. 
b) Network segmentation: Separating guest and internal networks to limit attackers' 

room for maneuver. 
c) SIEM and IDS/IPS Implementation: Detect and respond to suspicious activity in 

real-time. 
d) Cybersecurity education: Raising user awareness to not carelessly connect to Wi-

Fi networks. 
 

CONCLUSION 
 
This study examines threats to Wi-Fi network security with a focus on the Nethercap 
hacking tool. Based on the analysis, it can be concluded that attacks on wireless 
networks, particularly through Man-in-the-Middle (MitM) techniques, are a 
dangerous form of attack and are increasingly easy to carry out with the availability 
of open-source tools such as Nethercap. Weak Wi-Fi network security, especially those 
that still use WEP/WPA encryption or do not implement network segmentation, is 
highly vulnerable to exploitation by irresponsible parties. Furthermore, a lack of user 
awareness and weak organizational policies exacerbate the risk of data leakage. 
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Nethercap is a Linux-based hacking tool used to conduct MitM attacks through 
techniques such as ARP spoofing, DNS spoofing, and packet sniffing to steal Wi-Fi 
credentials and personal user data. The impact of using Nethercap is significant, such 
as information theft, unauthorized access to the network, privacy violations, and 
potential financial and reputational losses, especially for organizations that do not 
implement adequate security systems. Nethercap violates the CIA Triad 
(Confidentiality, Integrity, Availability), a fundamental principle in information 
security, as it allows attackers to read, modify, or intercept network traffic. Many 
organizations are still not fully compliant with information security standards, such 
as ISO/IEC 27001 and national regulations (such as the ITE Law), especially regarding 
access control, network monitoring, and security audits. Mitigating Nethercap attacks 
requires a layered security approach, such as the use of WPA3 encryption, network 
segmentation (VLANs), the use of SIEM and IDS/IPS systems, and cybersecurity 
literacy campaigns to raise user awareness. By understanding the workings and risks 
of the Nethercap tool, organizations and individuals can increase their vigilance and 
take strategic steps to protect the integrity and security of their wireless network 
systems. 
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